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POL-07-05
INFORMATION TECHNOLOGY AND SECURITY POLICY

Purpose and Scope
This policy is intended to ensure that Skewb exercises due care and due diligence on a continuing basis to protect

Information Systems from unauthorised access, use, disclosure, destruction, modification, disruption or distribution,
ensuring reputation with clients and related interested parties is maintained through confidentiality, integrity and
availability.

This policy sets out obligations and expectations for employees and partners (Skewbers) who use Skewb's IT facilities,
which are provided to assist with day-to-day work and must be used responsibly. The policy covers key guidelines for
internet utilisation, company email, and electronic communications. Skewb is committed to ensuring responsible use of
internet and company email to enable safe and confidential working practices, with the goal of protecting confidential
data from breaches and safeguarding reputation and technological property. No person is allowed to use company IT
facilities without prior authorisation from their Line Manager. Unauthorised access is prohibited and may resultin
disciplinary action or criminal prosecution.

All users must comply with current relevant legislation including the Data Protection Act 2018 / UK General Data
Protection Regulations (GDPR). Any personal information held by Skewb, including emails, is covered by this legislation.
Subject access requests should be referred immediately to Line Managers and the People Team, as well as Skewb's
Data Protection Officer ('DPQ') at dpo@skewb.co.uk. All data breaches should be referred immediately to the DPO. The
CFO is the OPCO member responsible for all data protection activities.

Skewb acknowledges that, due to the operation of its digital platform, ‘ConnectMe’, it falls within the scope of the
Payment Card Industry Data Security Standard (PCI DSS). Accordingly, Skewb commits to implementing and maintaining
all applicable PCI DSS requirements relevant to the protection of cardholder data. This policy shall be interpreted and
applied in a manner consistent with Skewb’s obligations under PCI DSS, and staff are required to adhere to these
standards when handling, transmitting, or otherwise interacting with payment-related information.

This policy does not form part of any employee's contract of employment and we may amend it at any time.

Responsibilities

m Responsibility

Complete data protection training and comply with all Data Protection Principles. Implement security
measures including access controls and encryption. Report breaches immediately. Maintain data
Skewbers security even if technical mechanisms fail. Ensure sensitive data is not placed on unauthorised
media. Protect confidential information. Comply with the requirements of the security policies.
Maintain personal responsibility for integrity.

Line Support staff understanding of Personal Data Processing obligations. Report suspected breaches
Managers immediately. Provide prior authorisation for use of Company IT facilities.

p L Support policy implementation and coordinate training programmes. Provide technical support for
eople
T - privacy-enhancing technologies. Support managers with data protection guidelines and best
eam
practices.

Develop and review data protection policies. Investigate Personal Data Breaches and monitor GDPR
Data compliance. Conduct DPIAs for high-risk processing. Review requests for international data transfers
Protection and respond to Individual rights requests. Receive immediate reports of actual or suspected breaches
Officer of personal data. Review the legal basis, adequacy decision, and/or appropriate safeguards prior to
transferring personal data to ensure it covers the proposed transfer.
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Authorise storage of confidential information on non-Company devices. Approve confidential
information storage/processing on third party systems. Oversee technical security controls and
encryption implementation. Monitor compliance with access control and remote access policies.
Head of IT Conduct periodic testing of different aspects of the incident response policy and audit users to ensure
they know where incident reporting instructions are located. Work with the Server Architecture Team
to ensure internal IT security audits are completed and work with external IT security auditors to plan
and agree audit requirements.

Incident Form to define a response plan, comprising CFO, Head of IT, Data Protection Officer, Head of HR, and
assign actions and oversee completion. Collect evidence while following process documents and
Response . . . . . L .
Team record root cause, corrective actions, review of actions relating to incident and closure date in the
incident management log.

Control technical infrastructure access via AWS IAM and Microsoft Azure. Set and monitor access

levels through compliance monitoring. Authorise all remote access. Conduct monthly internal audits

IT & Digital
Team

of system and data access legitimacy. Implement and monitor anti-malware systems. Monitor the
logging service and use alerts to highlight abnormal conditions. Report unusual events to the relevant
system administrator for investigation. Monitor team compliance with data protection guidelines.

Ensure commitment to business, legal, regulatory, and all other applicable requirements and
contractual security obligations are considered. Ensure that resources are provided for the
appropriate maintenance of the management system. Provide express permission for any processing
of personal data outside the United Kingdom prior to commencement of such processing.

Internal IT and Communications

Use of the Internet

Use of the Internet by Skewbers is encouraged where such use is consistent with their work and with the goals and
objectives of Skewb in mind. Reasonable personal use is permissible subject to the following:

e Users mustnot participate in any online activities that are likely to bring Skewb into disrepute, create or transmit
material that might be defamatory or incur liability on the part of the Company, or adversely impact on the
reputation of the Company.

e Users must not deliberately visit, view or download any material from an internet site which contains illegal or
inappropriate material. This includes, but is not limited to, pornography (including child pornography), obscene
matter, race hate material, violence condoning messages, criminal skills, terrorism, cults, gambling and illegal
drugs.

e Personal use of the internet must not cause an increase for significant resource demand, e.g. storage, capacity,
speed or degrade system performance.

e Users must not “hack into” unauthorised areas.

e Users must not download commercial software or any copyrighted materials belonging to third parties, unless
such downloads are covered or permitted under a commercial agreement or other such licence and approved
by the Company.

e Users must not use the internet for personal financial gain.

e Users must not use the Internet for illegal or criminal activities, such as, but not limited to, software and music
piracy, terrorism, fraud, or the sale of illegal drugs.

e Users must not use the internet to send offensive or harassing material to other users.

¢ Use of gambling sites, online auction sites and other such inappropriate websites is not permissible. If you are
in any doubt, you should confirm with your Line Manager whether a site is permissible or not before accessing
the site.

Breach of this policy may trigger disciplinary action or other sanctions (see below) if they breach this policy.

Internal and External Communication
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For information on appropriate communication internally and externally, please see the Communication Policy and
Procedure.

Remote users
Our day-to-day activities are largely conducted via the cloud and are managed by the Skewb IT Team. For further
information, please see the Lone, Home and Remote Working Policy.

Monitoring & Enforcement
Skewb maintains the right to scrutinise any systems and inspect and review all data recorded in these systems, for
further information please see the Company Equipment Policy.

Information Security

Itis the policy of Skewb to, on a continuing basis, exercise due care and due diligence to protect Information Systems
from unauthorised access, use, disclosure, destruction, modification, disruption or distribution. This will ensure that our
reputation with our clients, and all related interested parties is maintained through confidentiality, integrity and
availability. The company has an ethos of continual improvement and objective setting in line with the ISO 27001:2022
Standard requirements.

Information security is the preservation of confidentiality, integrity and availability of Skewb information. It may also
include the authenticity, accountability, non-repudiation and reliability of Skewb information depending on
circumstances. Information risk means the risks to the security of Skewb information.

Objectives and targets are set to meet the requirements of this policy and are reviewed regularly at OPCO meetings to
enable continual improvement. The policy will be made available to interested parties as appropriate. The Information
Security Management System, which forms part of Skewb’s Integrated Management System, will be monitored regularly
under the OPCO'’s ultimate responsibility with regular reporting of the status and effectiveness at all levels.

Information Security for Suppliers and Partners
This part of the policy specifies the requirements that must be met by contractors (suppliers and partners) in the
handling, management, storage and processing of information belonging to Skewb or its partners.

Legislative, Regulatory and Contractual Requirements

Any organisation accessing, processing, communicating or managing Skewb information must do so such that Skewb’s
legal, policy and regulatory obligations are met. Please also see the Data Protection Policy for information and practices
relating to the management and processing of personal data. Any processing of personal data must be reported and
reviewed by the Data Protection Officer and further authorised by OPCO. Further information on limitations and
requirements for this activity can be found in the Data Protection Policy.

Access to Skewb Information, Information Assets and Information Systems

Access to information assets and systems will be the minimum necessary to achieve business purposes.

When the need to access Skewb information, assets and systems ends all Skewb equipment (e.g. laptops, security
passes, etc) must be returned to Skewb prior to the termination of a contract.

Skewb may monitor the use of information, information assets information systems for lawful business purposes.
Anyone granted access to Skewb information, information assets and systems must comply with the requirements of
the security policies contained within the Skewb Integrated Management System. Failure to comply with these policies
and other relevant instructions may constitute a breach of contract and lead to termination or legal action.
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Storage media (including laptops) may only be used to manage Skewb information with the explicit consent of Skewb.
Any storage media must be encrypted to a degree commensurate with the security classification of the information held
within the storage media as required by Skewb (please see the Cryptography Policy for further information).

Supplier personnel may only enter Skewb premises with an appropriate office fob issued by Skewb or upon Skewb
invitation and may only enter areas of Skewb premises commensurate with their function and, where appropriate (for
example, in security areas), escorted by Skewb staff.

Information Security Incident Management
Skewb provides secure technical infrastructure and services for client applications, development and data handling and
is supported by the IT Team for supporting their own IT infrastructure around devices and Microsoft Office 365 (O365).

Reporting Information Security Events, Incidents, and Breaches

1.  All Skewbers must report any actual or suspected event, incident or breach, however minor they believe it to
be.

2. Events orincidents, such as those described above, should be reported to IT or the appropriate Line Manager,
depending on the nature of the event or incident.

3. Upon discovering or suspecting a breach of personal data please report immediately to the Data Protection
Officer via DPO@skewb.uk and the CFO. The Data Protection Officer will investigate and advise on appropriate
action. All actual and suspected data breaches will follow the Skewb Data Breach process, available on the
IMS. In addition, all Information Security related incidents are logged in the Incident Management Log and
allocated an ISMS reference number.

4. The Incident Management Log will contain the collection of evidence, actions, status, lessons learned and
outputs. This will be reviewed on a monthly as part of Information Security reporting at OPCO Meetings.

Reporting Information Security Weakness
A security weakness must be recorded in the Incident Management Log along with how the weakness was discovered.

The Head of IT will assess if the event requires:
1. Atechnicalchange (a task will be raised as a Service Desk call and will be recorded in the Incident Management
Log).
2. Apolicy change is needed.
3. Reporting it as a near miss.

Further information
For further details on the breach process and responsibilities, please see the Data Breach Process, available on the IMS.

Testing the Security Incident Management Policy
As part of the internal audit, the Head of IT may conduct periodic testing of different aspects of the incident response
policy and or will audit users to ensure they know where the incident reporting instructions are located.

Operations Security
This document sets out the operational security controls that support Information Security.

Skewb provides secure technical infrastructure and services for client applications, development and data handling and
is supported by the IT Team for supporting their own IT infrastructure around devices and MS Office 365. Day-to-day
operating procedures are readily available on the IMS. Training is offered on applications that users are unfamiliar with,
and other software for BAU is available on the internet for research.
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Change Management

Changes to the organisation, business processes, information processing facilities and systems that affect information
security are put through the CFO, Head of IT and, where appropriate, the Director of Digital (Products) and/or Director of
Climate for approval. Documentation is version numbered and noted in each index.

Capacity Management
AWS and 0365 infrastructure is managed and monitored for all service aspects. This provides the necessary capacity
management.

Separation of Development, Testing & Operational Environments
All test and development systems will be held in separate virtual environments. They are access restricted and not
connected to one another.

Protection from Malware

Skewb’s IT Team has technical and procedural controls to safeguard systems against malware contamination. Devices
will all use endpoint protection, and infrastructure is protected through Bitdefender Gravityzone EDR/XDR, Bitdefender
Managed Detection and Response Service (24/7/365 security monitoring and threat blocking), and AWS native services
such as GuardDuty.

Skewb IT Team is responsible for implementing and monitoring anti-malware systems.

Controls from Malware
PCs and Servers
Anti-virus software is installed, operated and maintained on all infrastructure, including Virtual Environments and PCs.

The software type used is Bitdefender Gravity Zone and MDRS. Skewb IT & InfoSec periodically run reports to determine
the currency of anti-virus software on Skewb systems and conduct any required remedial action.

Virus definition file deployment and software installation and upgrades are made by the IT Team as and when they are
received from vendors. Software updates are scheduled so as to reduce adverse impact on system performance and
network-connected devices. Updates are “pushed” to client systems through the IT Team centrally. For servers and
other system machines, updates form part of the daily automatic server scheduled tasks. Security patches for Skewb
networked computers are maintained adhoc as and when received. All virtual environments and PCs are updated with
the latest applicable virus definition files and other related components.

Resource Scans
The Anti-Virus (XDR) software monitors scans and reports for all resources that access Skewb’s MS365 environment.

Email Scans
Emailis not accessible from a virtual environment, but MS365 emails are scanned in real-time and at rest once they’re
delivered to the end user computers.

Backups

Skewb uses cloud-based systems where they are routinely backed up and give resilience and protection to our
applications. Our Office 365 is backed up by Backupify, which includes all OneDrive, Email, Teams, and SharePoint
information. Data is backed up 3 times/day with unlimited retention. QuickBooks (accounts package) data is stored on
QuickBooks’ own secure storage, which is also backed up. Application data from Skewb Digital is stored in AWS and is
backed up daily and stored within a multi-zone resilient infrastructure within AWS.
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The recovery of a server from snapshots is tested periodically (at least annually) to ensure the restoration process is
functional. Any loss or corruption of any data must be immediately reported, in line with the Incident Management
Process.

Skewb maintains a Business Continuity Plan which is tested at least annually.

Logging and monitoring

Event Logging

The virtualisation hosts, the firewall, the secure file transfer system are configured to forward their logs onto the central
Security Information and Event Management system for monitoring and analysis.

Skewb Ltd. Application errors or other exceptional conditions are handled with programmatic error handling. This
includes centralised log writing. All applications will utilise centralised log writing and monitoring of logs, performance,
and security will also be centralised through Grafana.

As a minimum the Windows servers will provide the following event logs:
1. Security events.
2. Windows events.
3. Application events — records application related events; application starts, failures.
4. System events-records system component events; System alerts, error messages driver failures and hardware
issues.
System administration activities.
File audit (when appropriate) records access to and modification of secure data.
7. Directory Services events — Domain controllers record any Active Directory authentication, additions, change
and deletions.
8. Changes.
9. DNS events — DNS servers record DNS specific events.

o o

Protection of Log Information
Only authorised Skewb IT staff and Digital staff have access rights to remove log data from the logging service for the
purposes of investigating security incidents or misconfigurations. Log information is secured and password protected.

Administration and Operator Logs
The IT Team monitors the logging service and uses alerts to highlight abnormal conditions. IT Assurance will report
unusual events to the relevant system administrator for investigation.

Clock Synchronisation
All hosts, including infrastructure hardware are synchronised with Network Time Protocol (NTP) servers centrally.

Managed Detection & Response Service

MDRS is a 24/7/365 security threat monitoring, alerting and proactive protection service provided by manufacturer Bit-

Defender. This service protects all staff members (EDR) and all MS Office 365 functions (XDR). Bitdefender monitors all
security events; these are managed by Skewb's IT & InfoSec team. Supporting information of this service is located here

Control of Operational Software
Installation of Software on Operational Systems
Skewb users must comply with the Skewb Access Control Policy and Company Equipment Policy.
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Technical Vulnerability Management
Vulnerabilities are identified through appropriate security vulnerability scanning, penetration testing and audits with
system administrators in the IT Team at Skewb.

Management of Technical Vulnerabilities
Threat and vulnerability identification Operational Systems

Vulnerability and penetration tests will be carried out on Skewb products and sites as follows:

1. Penetration testing is carried out annually by an approved external penetration tester.
2. Vulnerability testing will be carried out monthly by a testing tool.
3. Vulnerability testing must be carried out following a major change to a service, product or to the infrastructure.

Unsupported software and systems
A list of unsupported applications and systems will be developed from monthly vulnerability scans. Legacy systems will
be recorded in the vulnerability log.

Patches, weaknesses and software update requests

Systems within Skewb are configured to comply with the IT Team Security Patching policies. Skewb applications are
patched as per the Application Hosting policy. A vulnerability log is kept of all discovered vulnerabilities and requests for
remediation by the IT Team is handled through the IT Team support tickets. Other requests will be raised directly with
Skewb Digital architects.

Restrictions on Software Installations
Employees are authorised to install standard software. A current list of standard software is published on SharePoint.
Non-standard and bespoke software will be assessed for compatibility and suitability on a case-by-case basis.

Information Systems Audit Controls

The Head of IT will work with all relevant Teams to ensure internal IT security audits are completed. The Head of IT will
also work with external IT security auditors to plan and agree the audit requirements and activities for the annual
penetration testing so as to minimise the risk of disruption to business processes.

Escalations
AlL O365 related queries are related to Skewb ‘s internal IT Team via communicated support channels e.g.
ITHelp@skewb.uk.
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