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POL-07-01
DATA PROTECTION AND SAFE DATA HANDLING POLICY

Purpose and Scope
This policy sets out how we handle the Personal Data of our clients, contacts, employees and any other third parties.

We are trusted by our clients, contacts and employees to handle Personal Data in a fair and secure way. If you make a
mistake involving Personal Data, or spot something which doesn't match up with the guiding principles in this policy, it's
critical that you speak to the Data Protection Officer (“DPO”) at (DPO@skewb.uk) who is responsible for data protection
compliance at Skewb (the "Company"). The CFO is the OPCO member responsible for all data activities.

This policy applies to all the Skewb Employees and to all Personal Data we process. All Employees need to read,
understand and comply with this policy when Processing Personal Data for the Company. We recognise that the correct
and lawful treatment of Personal Data will maintain confidentiality in our business by our clients and also by our
employees.

Skewb acknowledges that, due to the operation of its digital product, ‘ConnectMe’, it falls within the scope of the
Payment Card Industry Data Security Standard (PCI DSS). Accordingly, Skewb commits to implementing and maintaining
all applicable PCI DSS requirements relevant to the protection of cardholder data. This policy shall be interpreted and
applied in a manner consistent with Skewb’s obligations under PCI DSS, and employees are required to adhere to these
standards when handling, transmitting, or otherwise interacting with payment-related information. Compliance with this
policy is mandatory. Failure to observe these obligations may amount to a disciplinary offence, which will be dealt with
under our disciplinary procedures. Significant or deliberate breaches of this policy may constitute gross misconduct and
could lead to dismissal without notice.

This policy does not form part of any employee's contract of employment and we may amend it at any time.

Responsibilities

m Responsibility

Complete data protection training and comply with all Data Protection Principles. Implement security
measures including access controls and encryption. Report breaches immediately. Maintain data
security even if technical mechanisms fail. Refrain from placing sensitive data on unauthorised
media. Report non-compliance instances. Protect confidential information.

Employees

Line
Managers

People
Team/IT
Department

Head of IT

(DF:]£]
Protection
Officer

Support employees understanding of Personal Data Processing obligations and ensure that teams
complete mandatory training. Report suspected breaches immediately.

Support policy implementation and coordinate training programmes. Provide technical support for
privacy-enhancing technologies. Maintain inventory of Personal Data Processing activities. Support
managers with data protection guidelines and best practices.

Authorise storage of confidential information on hon-company devices. Approve confidential
information storage/processing on third party systems. Oversee technical security controls and
encryption implementation. Monitor compliance with access control and remote access policies. Set
and monitor access levels through compliance monitoring. Authorise all remote access. Implement
any preventative or protection measures in the event of lost or stolen equipment. Conduct monthly
internal audits of system and data access legitimacy.

Develop and review data protection policies. Investigate Personal Data Breaches and monitor GDPR
compliance. Conduct DPIAs for high-risk processing. Coordinate training programmes and provide
guidance on technical/organisational measures.
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Approve data protection policies and risk management frameworks. Review serious Personal Data
Breaches and approve response procedures. Monitor effectiveness of data protection measures and
business risks. Authorise risk assessment exemptions and approve privacy technology investments.
Approve international data transfers, international access requests under Global Mobility and
respond to Individual rights requests.

The Data Protection Principles
The Company adheres to the principles relating to the Processing of Personal Data, (including Special Category Data) set
out in Data Protection Laws. We have summarised these below:

Lawfulness, fairness and transparency

Personal Data must be Processed lawfully, fairly and in a transparent manner in relation to the Individual.

This means we must process Personal Data lawfully, we need to tell people how we are using their Personal Data and
have a proper reason for handling it.

The GDPR restricts our actions regarding Personal Data to specified lawful purposes. We can Process Special
Categories of Personal Data only if we have legal grounds for Processing and one of the specific Processing conditions
relating to Special Categories of Personal Data applies. We have identified and documented the legal grounds and
specific Processing condition relied on for each Processing activity involving Employees Personal Data, in an Employee
Privacy Notice, which can be accessed via our Integrated Management System.

Purpose limitation

Personal Data must be collected only for specified, explicit and legitimate purposes. It must not be further Processed in

any manner incompatible with those purposes. This means that once we have told people how we will use their Personal
Data (to comply with the above principle), we need to stick to that. If we need to use Personal Data for a new compatible

purpose, we will inform the Individual first.

Data minimisation

We must only collect Personal Data that is adequate, relevant and limited to what is necessary in relation to the
purposes for which it is Processed. This means we must only collect the Personal Data we need to fulfil the purpose we
communicated to people when complying with the above principles.

Accuracy

Personal Data must be accurate and, where necessary, kept up to date. It must be corrected or deleted without delay
when inaccurate. This means that if you discover that any Personal Data we are holding is incorrect or misleading, you
must take steps to correct or erase it as soon as possible. It also means that we check the accuracy of Personal Data at
the point of collection and at regular intervals afterwards and take all reasonable steps to destroy or amend inaccurate
or out of date Personal Data.

Storage limitation

Personal Data must not be kept in an identifiable form for longer than is necessary for the purposes for which the data is
Processed, or where we there is no legal obligation to do so. This means Skewb will maintain retention procedures to
ensure Personal Data is deleted after a reasonable time, unless a law requires that data to be kept for a minimum time.
For further details, please see our Data Retention Policy accessible via our Integrated Management System.

Integrity and confidentiality
Personal Data must be secured by appropriate technical and organisational measures against unauthorised or unlawful
Processing, and against accidental loss, destruction or damage. This means we will put in place appropriate security
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measures to comply with this principle, taking into consideration (amongst other things) relevant factors including if the
data contains Special Category Data. In addition, you need to follow all security guidelines in relation to Personal Data.
You should ensure that you do not give out Personal Data without express authorisation to do so. Be aware that those
seeking information sometimes use deception in order to gain access to it. Always take reasonable steps to verify the
legitimacy of the request, particularly before releasing Personal Data by telephone.

We take the security of all Personal Data including Special Categories of Personal Data very seriously. We have
administrative, physical and technical safeguards in place to protect Personal Data against unlawful or unauthorised
Processing, or accidental loss or damage. We will ensure that where Special Categories of Personal Data are Processed
that:

a) The Processingisrecorded, and the record sets out, where possible, a suitable time period for the safe and
permanent erasure of the different categories of data in accordance with our Data Retention Policy.

b) Where we no longer require Special Categories of Personal Data for the purpose for which it was collected, we
will delete it or render it permanently anonymous as soon as possible.

c) Whererecords are destroyed, we will ensure that they are safely and permanently disposed of.

Accountability

Skewb will be responsible for and be able to demonstrate compliance with the Data Protection Laws. The Company will
implement appropriate technical and organisational measures in an effective manner, to ensure compliance with the
data protection principles.

Employees are responsible for demonstrating compliance with these rules. It also means that the Company will:

a) Ensurethatrecords are kept of Personal Data Processing activities, and that these are provided to the
Information Commissioner on request.

b)  Carry out a DPIA (available from the DPO) for any high-risk Personal Data Processing to understand how
Processing may affect Individuals and consult the Information Commissioner if appropriate.

c) Ensurethata DPO is appointed to provide independent advice and monitoring of Personal Data handling, and
that person appointed has access to report to the highest management level.

d) Haveinternal processes to ensure that Personal Data is only collected, used or handled in a way that is
compliant with data protection law.

Reporting a Personal Data Breach
If a Personal Data Breach occurs, the Company may be required by law to notify the applicable regulator (which in our
case is the Information Commissioners Office “the ICO”) and, in some cases, the Individual.

You should not allow third parties to persuade you into disclosing Personal Data without proper authorisation.

If you know or suspect that a Personal Data Breach has occurred, please do not attempt to investigate the matter
yourself. We are under time constraints so you should report the incident immediately on discovering the breach by
contacting the IT Team and the DPO at DPO@skewb.uk. Itis important that you preserve all evidence relating to the
potential Personal Data Breach.

We have procedures in place to deal with suspected Personal Data Breaches and will notify Individuals or the ICO where
appropriate.

Transfer Limitation

The UK GDPR restricts data transfers to countries outside the UK to ensure that the level of data protection afforded to
Individuals by the UK GDPR is not undermined. These transfers can sometimes be difficult to spot - if you are working
with an organisation or Individuals based outside of the UK these additional rules are likely to apply. If you are making an
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international transfer, we may need to put additional protection mechanisms in place — please contact the Data
Protection Officer at DPO@skewb.ukto discuss this in the first instance.

Individuals Rights and Requests
Individuals, including but by no means limited to employees, have various rights when it comes to how the Company
handles their Personal Data. These rights are set out fully here. These include rights to:

. Access Personal Data (also known as a “Subject Access Request”).

. Correctincomplete or inaccurate Personal Data that the Company holds about them.
° Ask the Company to erase the Personal Data it holds about them.

. Ask the Company to restrict its handling of their Personal Data.

° Ask the Company to transfer their Personal Data to a third party.

. Object to how the Company is using their Personal Data.

U Withdraw their consent to the Company handling their Personal Data.

Privacy law is often complicated, and whether these rights are available to Individuals sometimes depends on the
Personal Data we are handling. If you receive a request that you think may relate to one of the above rights, including but
not limited to a request from another member of Skewb, please contact the Data Protection Officer at DPO@skewb.uk
without delay. It is important that you recognise that there is no prescribed form that Individuals need to follow in order
to exercise the above rights.

It is important that you notify us as soon as possible as we are under strict timelines to respond to these under the Data
Protection Laws.

Security, integrity and confidentiality

Employees need to follow all policies, procedures and technologies we put in place to maintain the security of all
Personal Data, from the point of collection to the point of destruction, including when transferring Personal Data to third
parties. These requirements are set out in policies relating to Access Control, Company Equipment, Data Retention and
Information Technology and Security.

Please contact the Data Protection Officer on DPO@skewb.uk if you would like any additional training or have any
questions about these policies and procedures.

Training and Audit
We are required to ensure that employees have undergone adequate training to enable them to comply with Data
Protection Laws and security training requirements are recorded in the Learning Catalogue.

Privacy by Design and Complex Processing

A Data Protection Impact Assessment (DPIA) must be carried out before any complex (such as automated Processing,
profiling, or similar activities) are undertaken by Skewb. Where you are involved in any complex Processing activity that
involves profiling or automated decision making, you must contact the Data Protection Officer via DPO@skewb.uk
before the Processing takes place.

Direct Marketing

We are subject to various rules and privacy laws when marketing to our clients. These rules are quite complex and if you
have any questions about the way which we carry out marketing activity, please do not hesitate to contact the Marketing,
Events and Communications Team via communications@skewb.uk or the Data Protection Officer via DPO@skewb.uk.
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Sharing Personal Data

Generally, Employees are not allowed to share Personal Data with external third parties unless certain safeguards and
contractual arrangements have been putin place. Please talk to the Data Protection Officer via DPO@skewb.uk, if you
are planning to share Personal Data with a third party in a manner which you are not comfortable with.

Data Classification and Labelling

Level of Data Classification
All data should be classified as follows. Where documentation is not labelled, the default will be deemed as
Confidential.

Confidential Information assets intended strictly for distribution/use by a small, selected group.

Company information intended only for all employees and approved non-employees such as
partners and/or contractors.

Information that is available to the general public and intended for distribution outside the
Company.

Principles for Information Asset Protection
Asset owners will ensure that:

. Information assets are protected in a manner which is commensurate with the sensitivity and value of that
information asset.

° Information assets classified as 'internal’, or 'confidential' are protected throughout their life cycle, from
creation to modification and destruction.

° Information assets are used only for purposes expressly authorised by OPCO and/or applicable legislation.

Classifying and Labelling Information Assets
Asset owners will ensure that:

° All hardcopy information is labelled according to its security classification.

° All electronic communications containing 'internal’, or 'confidential’. information appropriately reflect the
classification level of the information.

. All information will be classified according to the information security needs of the organisation based upon
confidentiality, integrity, availability and relevant interested party requirements.

Disclosure and transmission of information assets
Employees will only distribute information assets if there is a valid business need to distribute, transmit or move such
information.

Employees must seek authorisation from the Head of IT for the storage of any 'confidential' information, where this
information is not stored on a Skewb managed and controlled device.

Employees owners must seek written approval from the Head of IT if 'confidential' information is to be stored and/or
processed on third party systems.

Printed, hard copy documentation is not encouraged. Any printed hard-copy documents are assumed to be uncontrolled
copies and encourage all hard copy documents to be shredded once its purpose is served.
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Employees will ensure that '‘confidential data' is protected before being transmitted over any communication network.

Loss of information
Employees must notify the asset owner and the Data Protection Officer via DPO@skewb.uk immediately if 'internal’ or
‘confidential' information:

. Is lost or disclosed to unauthorised parties.
. Is suspected of being lost or disclosed to unauthorised parties.

Protection of Information
Employees will protect 'confidential' information by ensuring restricted access to documentation.

Integrity of restricted information
Employees will implement controls to ensure the integrity of 'internal’, 'and/or 'confidential' information.

Monitoring and Enforcement
Skewb may monitor and/or review data processing activities to:

e Ensure that you comply with our practices and procedures (including but not limited to this policy).

e Prevent or detect Personal Data Breaches and privacy violations.

e Investigate or detect the unauthorised Processing of Personal Data (as set out in this policy or as prescribed by

law).

[ )
Enforcement
Any breach of this policy is taken very seriously. Without prejudice to our rights at common law, failure by you to comply
with this policy may lead to disciplinary action being taken against you up to and including your dismissal.

Disciplinary action may be taken regardless of whether the breach is committed during working hours and regardless of
whether our equipment or facilities are used for the purpose of committing the breach.

Any member of employees suspected of committing a breach of this policy will be required to co-operate with any
investigation.
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